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Data Loss Prevention Products 

CI Agent
Content Inspection Agent 

TrueDLP™ Solution
Code Green Networks TrueDLP is a complete data loss prevention (DLP) solution 
that allows companies to effectively discover, monitor, control, and secure sensitive 
data, on the network, as it is used on desktops or laptops, or residing on end user 
systems and network servers.  The TrueDLP solution is comprised of Code Green 
Networks Content Inspection Appliance, Content Inspection Agent, and the 
Content Inspection Management platform.  

CI Agent Overview
The CI Agent provides total visibility and complete control over sensitive 
information residing on servers, laptops, and removable media.  The CI Agent 
provides both Endpoint DLP and Discovery.  

CI Agent Endpoint DLP
TrueDLP delivers powerful data loss protection for data in use on endpoint 
devices, providing visibility and control over sensitive information being copied 
to removable media or sent over wireless connections.  Endpoint DLP provides 
both device level control and content aware inspection, allowing flexible 
policy-based enforcement.  Detailed activity logging provides audit history 
information necessary to demonstrate compliance.  Offline policy enforcement 
ensures protection for laptops and other devices even when disconnected 
from the network.

Endpoint DLP Key Benefits 
Extend Data Loss Prevention to laptops, desktops, and servers •	
Provides visibility into file and device activity on endpoints•	
Controls sensitive information being copied to removable media •	
Restrict use to authorized users and devices•	
Protect laptops even when disconnected from the network•	
Comply with regulations by enforcing encryption of sensitive data•	
Educate users on confidential data handling policies•	

Endpoint DLP Key Features
Content aware monitoring and inspection policies•	
Device level control, with read only, block, encrypt, and log actions•	
Device and file activity reporting•	
Online and offline policies•	
Policy based encryption of sensitive data •	
End user notification and remediation of violations•	

Why Code Green Networks CI Agent
Prevent confidential data from leaking via •	
USB devices
Create reports of removable device usage•	
Create reports of confidential data copied to •	
removable devices
Alert and educate users when data handling •	
policies are violated
Support audit investigations•	
Demonstrate regulatory compliance•	

TrueDLP Products from Code Green Networks
CI-750 - Designed for smaller companies and branch offices
CI-1500 - Designed for mid-size and enterprise organizations
CI Agent - Designed for endpoint protection
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About Code Green Networks

Code Green Networks delivers data loss prevention solutions that protect private          
employee and customer information and safeguard intellectual property across all 
electronic communications channels. The company’s easy-to-deploy, easy-to-manage 
content inspection appliances rapidly detect and prevent potential data leaks, helping 
organizations automate compliance and mitigate risks from internal breaches that can 
result in loss of revenue, financial penalties and irreparable damage to a corporation’s 
image, brand and customer loyalty.

CI Agent Specifictions

Supported Operating  Systems Microsoft Windows 2000, Microsoft Windows XP, Microsoft Windows Vista

Policy by Computer Apply a policy to all computers the CI Agent is running on, all computers in a specific Active Directory 
Domain or only to specific computers and computer groups

Policy by User Apply a policy to all users, users in a specific active directory domain or only specific users and groups

Supported Devices USB Mass Storage, iPod, iPhone, SD/MMC Card, Floppy Disk Drive, CD/DVD Drive, Digital Camera, USB 
Printer, Scanner, Palm OS device, Windows CE Device, Blackberry, Firewire Devices

Supported Buses USB, Bluetooth, Firewire, Infrared

CI Agent Discovery
TrueDLP Discovery locates and identifies sensitive data at rest on endpoints and 
servers across the network, providing visibility and audit reporting of potentially 
unsecured information.  Automatic, configurable scanning of local and network 
shares using discovery specific inspection policies ensure sensitive content is 
discovered wherever it is located.  Detailed audit logging and reports provide 
administrators with the information needed to demonstrate compliance, protect 
confidential information, and reduce data loss risk.

Discovery Key Benefits
Locates and identifies sensitive content residing endpoints and servers•	
Provides visibility and audit reporting of unsecured sensitive content •	
Demonstrate compliance•	
Reduce data loss risk•	

Discovery Key Features
Configurable scanning based on endpoint, AD user/group, folders, and file •	
types
Content aware inspection•	
Detailed audit logging and reports •	
Scalable agent based discovery scanning•	


